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AR L e ol ZOFFNE, EX 2V T IR L THARTIESLE D ZE SNVl
THLRFIDB A2 2 & %3 L TH Y RFIDOIGAMDIES 2R LTS EEZ D,
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H A D HRZE R CRFIDASEEE & 72 > TH HRISEN R Lz, £ ORICJPOD FEFE
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4.1 VU University Amsterdam

VU University Amsterdamix, 47 X DEHET LATNVHE KZHDH - OORFEOHDO—D
ThHbH, VU 134T FiED [Vrije Universiteit] 7H& TRV, FERT 2 & THHKE)

EWHERELD,

VU UniversityPR#i O Tanenbaum#Zd% O 482 Tl RFIDOEX 2 U7 4 07 T A Ny —
WZOWTDIFZEE T2 TV D, 2006512383 SN 7=5m3C Ts Your Cat Infected with a
Computer Virus?'] TiX, RFIDIZ LB a0 ¥ a—Z U 4 )LV ADAREMZ/RIB L, K& REEY
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B8 4-1 VU University Amsterdam 2%

1 http://www.rfidvirus.org/papers/percom.06.pdf
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VeriChip/® 2 &' — X 41722,
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RFIDANCRAFENT-EEH HERICLVGIEEZ SN X2 7 o & (RFID
Malware) & L CIZLL FO3FEEH 5, Malwared (X, BEOZ bo/- V7 =T
— AR THETH D,

» RFID Exploit
> RFID Worm
» RFID Virus

RFID Exploit] (%, RFIDO 2 —H = U TERFINTEED H 5T — X DN
REFIRNNT T TERITEND EEZKITTHLOTH S, Buffer Overflow<°Code
Insertion, SQL Injection’e &4 F TA ¥ —F v MMp O TR E SN TE LB L
PRFIDTH ATHETH D,

RFID Worm| (%, RFID Exploit®H CT/3v 7 K7 LT 572 Y BRooME
SOWBEMT LX) &2+ 5L 0E2X LTS, B [RFID Virus) 17—
AR—=Ap EEFH LT X JIZEEOH D a— e a bt —F 2¥iEx2 -2 b O
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oo TDOFRERIZONTIIWebX— 82 HE LTV 5,

1 http://www.baja-beachclub.com/bajaes/asp/zonavip2.aspx
2 http://cq.cx/verichip.pl
3 http//www.rfidvirus.org/
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&1 RFID Virus|CBS I DERE

BEEAE NEWS

Viruses leap to smart radio tags

By Mark Ward
Technolegy Correspondent, BBC News website

Computer viruses could be about to take a giant leap and start spreading via smart barcodes, warn experts.

Security researchers have infected a Radio Frequency ID tag with a computer virus to show how the technology is vulnerable to malicious hackers.
The researchers warn that RFID tags could help mount many different types of attacks on computer systems.

Makers of radio tag systems were urged by the group to introduce safeguards to guard against RFID-borne bugs.

Cat attack

"This is intended as a wake-up call," said Andrew Tanenbaum, one of the researchers in the computer science department at Amsterdam's Free University
that did the work revealing the weaknesses on smart tags.

"We ask the RFID industry to design systems that are secure,” he said.

RFID tags are essentially smart barcodes that replace the familiar lines with a small amount of computer memory, a tiny processing unit and a radio.
Information is downloaded into the tag and read off it via radio.

Many large companies are keen to use the RFID tags because they will help keep track of the goods they are shipping from warehouses out to stores or
regional offices. Currently RFID tags are relatively expensive so most are used to log what is in boxes of goods rather than to label individual items.

However, many expect the smart tags to become ubiquitous as the price of making the devices falls.

In their research paper Mr Tanenbaum and his colleagues Melanie Rieback and Bruno Crispo detzil how to use RFID tags to spread viruses and subvert
carporate databases.

"Everyone working on RFID technology has tacitly assumed that the mere act of scanning an RFID tag cannot modify back-end software and certainly not in
a malicious way. Unfortunately, they are wrong," wrote the tric in their research paper.

The researchers showed how to get round the limited computational abilities of the smart tags to use them as an attack vector and corrupt databases
holding information about what a company has in storage. To test out the theory the group created a virus for a smart tag that used only 127 characters,
uploaded it and watched it in action.

Mikko Hypponen, chief research officer at anti-virus firm F-Secure, said: "RFIDs with embedded computers are suspectible to basically all the same threats
any other computers are. Unfortunately.”

If viruses do appear in smart tags, said the researchers, they are likely to cause problems for companies that read data off the tags. They speculated that
consumer activist groups could use smart tags viruses to cause havoc at stores they are targeting.

In some cases, said the researchers, viruses could be spread by household pets such as cats and dogs that are injected with the tags to help identify their
owner.

The researchers urged companies working on RFID systems to start thinking seriously about security measures to protect against future threats.

Story from BBC NEWS !
http://news. bbc. co.uk/go/pr/fr /-/1/hi/technology/4810576.stm

Published: 2006/03/15 18:02:32 GMT
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RFID Applications in
Publishing Industry in
Japan

June, 2007

Cnnineil far NDietrihnitinn nf

Council for Distribution of
Publication Warehouse
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m Development of web ordering system for
small publishers

m Study of RFID applications

m Other issues relating to distribution of
books
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Demonstration of RFID applications at book stores

m Book House Jimbocho

Model store for “Resale Price Maintenance System”
and RFID applications

All books in the store are tagged
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m JPO has conducted field trial project
sponsored by METI (Ministry of Economy,
Trade and Industry)

m Field trials are held from FY2003 to
FY2006

m Our members participated trials as a
member of IC Tags Study Committee of
JPO

JPO: Japan Publishing Organization
for Information Infrastructure Development
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Marketing
Anti-Theft Detection

Efficient Use of “Resale Price Maintenance
System”

m Engineering issues
Basic abilities of RFID
Attachment Process
Recycling of tagged books
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m Most of public libraries installed and
managed by local governments

m About 3,100 public libraries under 1,370
local governments

m 500 local governments do not manage any
libraries
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1998 A library at a medical college installed
RFID

2001 A public library installed for the first
time

2003 Over 10 public libraries installed RFID

2004~ | About 30 public libraries install RFID
every year
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m Most of libraries use HF tags
Phillips, Infineon, Fujitsu, Checkpoint Chip
m 4 vendors supply RFID services

Uchida-Yoko, TRC, Checkpoint Japan,
Takachiho-Koeki (Bibliotheca)

m Uchida-Yoko and TRC have most of
shares in Japan

m Uchida-Yoko and TRC do not cooperate
with any vendors outside of Japan
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m Lending and return processing
m Lending Machines

m Inventories

m Smart Shelf

m Sorting

m Automated Check-In
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&R 5 Barbican Library Newsletter

must have your member-
ship card with you to be
able to use it!

The instructions for us-
ing the facility, which also
allows you to renew items
and check the status of
your membership account
including reserved items,
are on the colourful touch
screen, but there is a writ-

(A ARAS AN
Yell.com. We also agreed
to house a cash vending
machine on request from
the Barbican Centre but be
warned - that carries a
£1.85 service charge per
transaction whereas our
returns unit is absolutely
free! We hope you will
enjoy using this new facility
and let us know what you

weusiLle aly

ing opening times via the
long established way over
the counter in the Library,
but either way we wish
you many happy returns
both now and in the fu-
ture!

John Lake
Librarian, Barbican Library

Electronic Resources at the Barbican Library.

While Libraries
Online remains popular as
ever there is another ser-
vice available that is less
well known. If, when you
log onto the computers in
the library you click the
option called “Electronic
resources” you will be
presented with a list of
CDROM data bases. To
view them all click
“Alphabetical Title List”.
Some of the more exciting
ones are the complete

>

“Encyclopaedia  Britannica’
and the “Grove” dictionar-
ies of Music and Art. They
contain  everything you
would find in the book
versions and they are quite
easy to search through.
You can browse the in-
dexes or enter specific
things you are searching
for. These titles appear as
multiple volumes in book
form so the space saved is
considerable and of course
they are regularly updated.

Also available is the
“Oxford English Dictionary”,
the “Good Software Guide”,
“English  Poetry”, “Schools
Finder”, “The Performing Arts
Yearbook” and many more.
Some of these titles are
also available via the cata-
logue terminals which do
not need to be booked in
advance, again, all you
have to do is click
“Electronic resources”.

reference section

* More ways to keep in
touch

e New computer key-
boards and accessories

¢ Why not join a reading
group!?

e Lots of events and book
promotions coming up!

Magazine Swap
Do you have any maga-
zines laying about at
home? The Barbican
Library now has a
magazine swap box
situated in the Art’s
library. Just pop your
used magazines in the
boxes, and have a read
of what others have
brought in

cling at its best!

ta Recv
WU, naiy-
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